             Measuring the Incidence Wave.             

The Incidence Wave is the pattern of pt/ct hits as a %’age of the pt repeats at intervals 1 to 25 in ciphertext made from a chosen plaintext.

For plaintext I use either the first 5500 letters of Exhibit 1 or the 7830 letters covering the DofI and the GA from Exhibit 1 (the latter I call ‘trunc’). I have separated out these two texts because they are so different, and separate analysis is useful.

The Incidence wave for Chaocipher from trunc is:

              Incidence Wave – pt/ct hits as % pt repeats

int 1 2 3 4 5 6 7 8  9   10 11 12 13  14   15  16  17 18  19  20  21  22  23  24  25 

(a) 0 0 0 0 0 0 0 0 0.5 1.4  3  8 8.8 8.9 4.5 2.9 3.2 2.1 0.5 1.6 2.6 2.9 2.1 5.3 6.2

If alternatively you construct a random ciphertext from trunc then of course you get about 3.8% at every interval.

When looking at different ciphers I use a simplified form that is just the incidence at each interval (code in Appendix). For Chaocipher from trunc this is:

int 1 2 3 4 5 6 7 8  9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

(a) 0 0 0 0 0 0 0 0  3  7 15 44 46 47 24 15 17 10  3  9 14 15 11 28 32 

My procedure.

I set up a model enciphering machine in a computer program and, using trunc, produce ciphertext. The ciphertext is analised by 5 tests for conformity with Chaocipher. One of analyses is for the simple Wave. 

Using these outputs I go back and adjust the model to bring its output into closer conformity with Chaocipher.

Here’s a familiar example, a random Markov 1-disk enciphering system.  A control disk moves 1,1,2,4 at random with the correct ratios. After each move the letter at the head is noted and a second disk is rotated to bring the same letter to the head. Encipherment follows, using the second disk and its ring. Simple Wave is produced as at (b) below.

Also below are Waves for Ritter models using your system of swapping two tabs. In model (c) the ciphertext mod 16 denotes the swap position. In model (d) a random number between 1 and 16 denotes the swap position. You can see there are no hits at intervals below 9. But there’s no Wave. 

As mentioned in an earlier email, I could not find an algorithm that would reproduce the Wave from a Ritter model. Not surprising, since Ritter’s mechanism is essentially a scrambler and cannot produce order as is required to form the Wave. This matter of order is key to the Chaocipher problem as I’m sure you have already seen. Let me know if you want me to enlarge on this. 

Text: 7830 letters of DoI & GA

(a) Byrne 

(b) Markov 1+1 Indirect

(c)  Ritter, ct: no hits below interval 9

(d)  Ritter, random: no hits below interval 9

Interval test,  incidence of pt/ct hits

int 1 2 3 4 5 6 7 8  9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

(a) 0 0 0 0 0 0 0 0  3  7 15 44 46 47 24 15 17 10  3  9 14 15 11 28 32 

(b) 0 0 0 0 0 0 0 0  6  9  9 28 38 23 26 17 13  5  0  1  6  9 15 11 25 

(c) 0 0 0 0 0 0 0 0 46 46 39 26 37 26 15 18 15 27 17 19 12 19 23 16 12

(d) 0 0 0 0 0 0 0 0 32 25 32 19 19 23 20 31 21  9 19 22 22 14 30 25 11

Mechanical method of creating the Wave in Chaocipher.

This is the $64,000 question that I am trying to find time to write up at the moment. It clearly isn’t a Markov system because of the lack of hits at intervals 7 and 8. In the Markov system I described above you have a 75% chance of such a hit using trunc and could argue that Byrne’s Chaocipher was produced in the 25% where there are no such hits. But the Markov system I described is not good enough to match Chaocipher, as my other tests show. You need another enciphering disk that turns over (about every 500 letters), in order to get more variety. That raises the chance of hits at intervals 7 and 8 to 95% -- highly likely. Which proves to me that the Markov system is not being used in Chaocipher.

I have considered a technique that prevents hits at 7 and 8, similar to your suggested modified Ritter system, which is easily done by a computer, but I’ve rejected it as too contrived and impossible to mechanise.

Even though the Markov Wave is not quite right, I remain highly impressed how nearly correct it is – both in amplitude and in the shape of the waveform. I have tried all sorts of variations (as I’m sure has Jeff) but nothing that is practical will remove that fault at intervals 7 and 8.

So on this crucial aspect I am still trying to get inside Byrne’s head to imagine what on earth he dreamed up.

A note on order produced by a random Markov system.

The simplest Markov system is a disk with the numbers 0 to 25 inscribed on its periphery, that moves 1,1,2, or 4 places at random though with an overall equal incidence. After each move a number is brought to the head of the disk. A stream of numbers is created by adding the new number to the old, modulo 26. 

A virtual infinity of different streams can be created but on analysis they all will conform to the incidence wave below, with the peak at interval 13 and virtually the same waveform – small variations in amplitude occuring because of the random nature of the process:

      Number of repeats in the stream at various intervals as 

            % of total characters in the stream.

1 2 3 4 5 6   7  8  9   10  11 12 13  14  15  16  17   18 19  20  21  22   23  24 25

0 0 0 0 0 0 .04 .3 1.2 3.1 5.6  8 8.8 8.3 6.3 4.2 2.4 1.2 0.8 0.9 1.5 2.5 3.8 5.1  6

It is an ordered stream of numbers (or characters) like this, emanating from a random process, that is responsible for setting up the wave from a Markov machine. In comparison with the Chaocipher Incidence Wave, the anomoly is plain to see, as are the similarities.

One can see various ways that the random selection of 1,1,2 or 4 can be made. That is thus not a problem. But how is it done mechanically in such a way that repeats at intervals of 7 and 8 are avoided? As Hamlet might have pondered, “That is the question”.

Appendix

for(delta=1;delta<26;delta++)

    {

     n=0;

     for(j=0;j<len-delta;j++)

       if(code[j]==code[j+delta] && plain[j]==plain[j+delta]) n++;

     cout<<n<<" ";

    }

